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SHARI LAWRENCE PFLEEGER AND SALVATORE J. STOLFO

Detecting Insider Theft
of Trade Secrets

DeanNA D. Caputo, Marcus A. MALOOF,

AND GREGORY D. STEPHENS

MITRE researchers designed a prototype system
for identifying insider threats, which prompted a
team of engineers and social scientists to study
how malicious insiders use information differently
from a benign baseline group.

Designing Host and Network Sensors
to Mitigate the Insider Threat
BriaN M. BoweN, MALEK BEN SALEM,

SHLoMO HErsHKOP, ANGELOS D. KEROMYTIS,
AND SALVATORE J. STOLFO

To address the insider attack threat, the authors
have designed an architecture for detection that
combines an array of complementary monitoring
and auditing techniques.

Building a System for Insider Security

Feuicia A. DurAN, StepHEN H. CoNraD, GREGORY N.
ConNRraD, Davip P. Ducaan, AND E. Bruce Help

Current protection strategies against insider
adversaries are expensive, intrusive, not
systematically implemented, and operated
independently. The authors provide a systems-
based framework and model for understanding
important elements, their interactions,
interdependencies, and gaps for insider security.
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Failures of Tamper-Proofing
in PIN Entry Devices

SAAR DRIMER, STEVEN J. MURDOCH, AND Ross ANDERSON

The authors examined two market-leading

PIN entry devices and found them easy to
compromise because of both their design and the
processes used to certify them as secure.

Access Control

46

The Rules of Redaction:
Identify, Protect, Review (and Repeat)

Eric Bier, RicHARD CHow, PHiLiPPE GOLLE,
TrACY HotLowAy KING, AND JEsSICA STADDON

Identifying and protecting sensitive content is
difficult. Redaction is particularly challenging
because it seeks to protect a document by
selectively removing only the sensitive parts.
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